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Facility, Joint Advisory with CISA, February 2021. Available at: https://www.cisa.gov
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Abstract

This thesis examines "The Impact of Cyber Attacks on Protected Zones"
within the framework of International Humanitarian Law (IHL), addressing the
growing significance of cyberspace as a new domain in contemporary armed
conflicts. As cyber-attacks increasingly target critical civilian infrastructure,
fundamental legal questions arise concerning the adequacy of traditional 1HL
rules in providing effective protection for protected zones against cyber
operations, and whether the existing legal framework can address the unique
challenges posed by the intangible and unconventional nature of such attacks .

The study establishes a conceptual foundation for cyber-attacks by
analyzing their legal characteristics and distinguishing features from
conventional military operations. These include the anonymity of attackers,
difficulties in attribution, and their transnational impact without the use of
physical force. It further explores the concept of protected zones under IHL,
which includes hospitals, medical facilities, cultura property, and vital civilian
infrastructure, along with the corresponding legal obligations during armed
conflicts .

The research analyzes contemporary challenges through case studies such
as the 2015 cyber-attack on Ukraine's power grid and attacks on healthcare
systems during the COVID-19 pandemic that disrupted critical medical services.
These cases are examined to determine whether such cyber operations qualify as
"attacks' under the Geneva Conventions and Additional Protocols, thereby
triggering IHL protections and obligations for parties to conflict .

A key focus is the application of the principles of distinction and
proportionality in cyberspace, particularly given the challenges of distinguishing
military objectives from civilian assets in interconnected digital networks. The
study also examines the implications of non-material effects from cyber-attacks,
such as depriving civilians of essentia services without causing physica
destruction, which raises important questions about interpreting terms like
"harm," "attack,” and "direct military advantage" in the context of digita
warfare.

The thesis further investigates the complexities of attributing legal responsibility
for cyber-attacks, considering how modern technologies enable anonymity and
the use of non-state proxies, complicating accountability under IHL. This
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underscores the need for enhanced digital forensic capabilities and evidence
anaysis mechanisms adapted to the nature of cyberspace .

In conclusion, the study demonstrates that cyber-attacks present
significant challenges to traditional IHL concepts of humanitarian protection in
armed conflicts. The findings highlight the urgent need to adapt and interpret
IHL principles to address technological developments while maintaining the
fundamental values of this legal framework, particularly given the rapid
evolution of cyber capabilities and their expanding role in modern warfare.
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